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1. introduction
Ctrl O Limited (We, us, our) are committed to protecting and respecting your privacy.

2. scope of policy
This policy (together with our terms of use and any other documents referred to on it and our standard terms
and conditions for the supply of software as a service together Our Terms of Use) applies to your use of:

▶ Any software (Software) available on http://www.ctrlo.com (Website).
▶ Any software developed by Ctrl O Limited.
▶ Any of the services accessible through the Software (Services) that are available on the Website.

This policy sets out the basis on which any personal data We collect from you, or that you provide to us, will
be processed by us. Please read the following carefully to understand our views and practices regarding your
personal data and how We will treat it.

The data controller is Ctrl O Limited registered with the Information Commissioner’s Office under number ZA053261.

We have appointed a data privacy manager who is responsible for overseeing questions in relation to this
policy. If you have any questions about this policy, including any requests to exercise your legal rights, please
contact the data privacy manager using the details set out below.

2.1 CONTACT DETAILS

Questions, comments and requests regarding this privacy policy are welcomed and should be addressed to
info@ctrlo.com or in writing addressed to the Data Privacy Manager, Ctrl O Limited, 27 Old Gloucester Street,
London WC1N 3AX.

You have the right to make a complaint at any time to the Information Commissioner’s Office (ICO), the UK
supervisory authority for data protection issues (www.ico.org.uk). We would, however, appreciate the chance
to deal with your concerns before you approach the ICO so please contact us in the first instance.

3. information we may collect from you
We may collect and process the following data about you:

SUBMITTED INFORMATION. Information that you provide about yourself, such as your name and e-mail ad-
dress. This includes information provided at the time of registering to use the Software or any of the Services,
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subscribing to any of the Services or requesting further services. This also includes any information you pro-
vide by filling in any forms on the Website. We may also ask you for information when you report a problem
with the Website.

ADDITIONAL INFORMATION .

▶ if you contact us, We may keep a record of that correspondence including your contact details;
▶ We may also ask you to complete surveys that We use for research purposes, although you do not have to

respond to them;
▶ details of transactions you carry out through the Website and of the fulfilment of your orders; and
▶ details of your visits to the Website including, but not limited to, traffic data, location data, weblogs and

other communication data, whether this is required for our own billing purposes or otherwise and the re-
sources that you access.

DEVICE AND COMPUTER INFORMATION. We may collect information about the device or any computer you may
use to access the Software, including, where available, the device’s or computer’s unique identifiers, operating
system, browser type and mobile network information as well as the device’s telephone number, for the pur-
pose of system administration. We may associate device or computer information with Submitted Informa-
tion and will treat the combined information as personal data in accordance with this policy for as long as it is
combined. We may collect and store personal data on your device or computer using application data caches
and browser web storage (including HTML 5) and other technology.

LOG INFORMATION. When you use the Services or view content on the Website, We may automatically collect
and store certain information in server logs, including but not limited to internet protocol (IP) addresses, inter-
net service provider (ISP), clickstream data, browser type and language, viewed and exit pages and date or
time stamps.

UNIQUE APPLICATION NUMBERS. When you install or uninstall a Service containing a unique application num-
ber or when such a Service searches for automatic updates, that number and information about your installa-
tion, for example, the type of operating system, may be sent to us.

DATA FROM THIRD PARTIES OR PUBLICLY AVAILABLE SOURCES. We will receive personal data about you from var-
ious third parties and public sources as set out below: Technical Data from the following parties: analytics
providers (such as Google based outside the EU); advertising networks (such as GovNet Communications based
inside the EU); and search information providers (such as the UK Government Digital Marketplace based inside
the EU).

4. cookies
The Website and our Services use cookies to distinguish you from other users of the Website and the Services.
This helps us to provide you with a good experience when you use the Software or browse the Website and
also allows us to improve the Software and the Website. You can set your browser to refuse all or some browser
cookies, or to alert you when websites set or access cookies. If you disable or refuse cookies, please note that
some parts of the Website and Services may become inaccessible or not function properly. For more informa-
tion about the cookies we use, please see https://www.ctrlo.com/pdf/ctrlo-cookie-policy.pdf.
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5. where We store your personal data
The data that We collect from you may be transferred to, and stored at, a destination within the United King-
dom. We will take all steps reasonably necessary to ensure that your data is treated securely and in accor-
dance with this policy.

All information you provide to us is stored on our secure servers. Any payment transactions carried out by us
or our chosen third-party provider of payment processing services will be encrypted. Where We have given
you (or where you have chosen) a password that enables you to access certain parts of the Website or Ser-
vices, you are responsible for keeping this password confidential. We ask you not to share a password with
anyone.

Unfortunately, the transmission of information via the internet is not completely secure. Although We will
do our best to protect your personal data, We cannot guarantee the security of your data transmitted to the
Website or Services; any transmission is at your own risk. Once We have received your information, We will use
strict procedures and security features to try to prevent unauthorised access.

6. uses made of the information
We use information held about you in the following ways:

▶ To ensure that content from the Website and Services is presented in the most effective manner for you
and for your computer.

▶ To provide you with information, products or services that you request from us or which we feel may inter-
est you (including relevant ones from third-parties), where you have consented to be contacted for such
purposes.

▶ To carry out our obligations arising from any contracts entered into between you and us.
▶ To notify you about changes to our service.
▶ Where it is necessary for our legitimate interests (or those of a third party) and your interests and funda-

mental rights do not override those interests.
▶ Where We need to comply with a legal obligation.

Generally, we do not rely on consent as a legal basis for processing your personal data although we will get
your consent before sending third party direct marketing communications to you via email or text message.
You have the right to withdraw consent to marketing at any time by contacting us.

Note that we may process your personal data for more than one lawful ground depending on the specific pur-
pose for which we are using your data. Please contact us if you need details about the specific legal ground
we are relying on to process your personal data.
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6.1 MARKETING

We strive to provide you with choices regarding certain personal data uses, particularly around marketing
and advertising. We have established the following personal data control mechanisms:

6.1.1 PROMOTIONAL OFFERS FROM US

We may use your data to form a view on what we think you may want or need, or what may be of interest to
you. This is how we decide which products, services and offers may be relevant for you (we call this market-
ing). You will receive marketing communications from us if you have requested information from us or pur-
chased Software or Services from us and you have not opted out of receiving that marketing.

6.1.2 THIRD-PARTY MARKETING

We will get your express opt-in consent before we share your personal data with any third party for marketing
purposes.

6.1.3 OPTING OUT

You can ask us or third parties to stop sending you marketing messages at any time by following the opt-out
links on any marketing message sent to you or by contacting us at any time. Where you opt out of receiving
these marketing messages, this will not apply to personal data provided to us as a result of Software or Ser-
vice purchase or other transactions.

7. disclosure of your information
We may disclose your personal information to any member of our group acting as joint controllers or proces-
sors, which means our subsidiaries, our ultimate holding company and its subsidiaries and to provide IT and
system administration services and undertake leadership reporting.

We may disclose your personal information to third parties:

▶ In the event that We sell or buy any business or assets, in which case We may disclose your personal data
to the prospective seller or buyer of such business or assets.

▶ If Ctrl O Limited or substantially all of its assets are acquired by a third party, in which case personal data
held by it about its customers will be one of the transferred assets.

▶ If We are under a duty to disclose or share your personal data in order to comply with any legal or regula-
tory obligation or request. For example, to HM Revenue & Customs, regulators and other authorities acting
as processors or joint controllers based in the UK who require reporting of processing activities in certain
circumstances.

▶ In order to:

▶ enforce or apply Our Terms of Use, terms and conditions of supply and other agreements or to investi-
gate potential breaches; or
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▶ protect the rights, property or safety of Ctrl O Limited our customers, or others. This includes exchang-
ing information with other companies and organisations for the purposes of fraud protection and credit
risk reduction.

▶ To service providers acting as processors based in the UK who provide IT and system administration
services.

▶ To professional advisers acting as processors or joint controllers including lawyers, bankers, auditors
and insurers (typically based in the UK) who provide consultancy, banking, legal, insurance and ac-
counting services.

8. how long will you use my personal data?
We will only retain your personal data for as long as reasonably necessary to fulfil the purposes we collected
it for, including for the purposes of satisfying any legal, regulatory, tax, accounting or reporting requirements.
We may retain your personal data for a longer period in the event of a complaint or if we reasonably believe
there is a prospect of litigation in respect to our relationship with you.

To determine the appropriate retention period for personal data, we consider the amount, nature and sen-
sitivity of the personal data, the potential risk of harm from unauthorised use or disclosure of your personal
data, the purposes for which we process your personal data and whether we can achieve those purposes
through other means, and the applicable legal, regulatory, tax, accounting or other requirements.

By law we have to keep basic information about our customers for six years after they cease being customers
for tax and legal purposes.

In some circumstances you can ask us to delete your data: see your rights below for further information.

In some circumstances we will anonymise your personal data (so that it can no longer be associated with
you) for research or statistical purposes, in which case we may use this information indefinitely without fur-
ther notice to you.

9. third party links
The Website may, from time to time, contain links to and from the websites of our partner networks, advertis-
ers and affiliates (including, but not limited to, websites on which the Software or the Services are advertised).
If you follow a link to any of these websites, please note that these websites and any services that may be ac-
cessible through them have their own privacy policies and that We do not accept any responsibility or liability
for these policies or for any personal data that may be collected through these websites or services, such as
contact and location data. Please check these policies before you submit any personal data to these web-
sites or use these services.
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10. your rights
Under certain circumstances, you have rights under data protection laws in relation to your personal data. If
you wish to exercise any of these rights, please contact us.

10.1 NO FEE USUALLY REQUIRED

You will not have to pay a fee to access your personal data (or to exercise any of the other rights). However,
we may charge a reasonable fee if your request is clearly unfounded, repetitive or excessive. Alternatively, we
could refuse to comply with your request in these circumstances.

10.2 WHAT WE MAY NEED FROM YOU

We may need to request specific information from you to help us confirm your identity and ensure your right
to access your personal data (or to exercise any of your other rights). This is a security measure to ensure that
personal data is not disclosed to any person who has no right to receive it. We may also contact you to ask
you for further information in relation to your request to speed up our response.

10.3 TIME LIMIT TO RESPOND

We try to respond to all legitimate requests within one month. Occasionally it could take us longer than a
month if your request is particularly complex or you have made a number of requests. In this case, we will no-
tify you and keep you updated.

10.4 YOUR LEGAL RIGHTS

You have the right to:

▶ Request access to your personal data (commonly known as a “data subject access request”). This enables
you to receive a copy of the personal data we hold about you and to check that we are lawfully processing
it.

▶ Request correction of the personal data that we hold about you. This enables you to have any incomplete
or inaccurate data we hold about you corrected, though we may need to verify the accuracy of the new
data you provide to us.

▶ Request erasure of your personal data. This enables you to ask us to delete or remove personal data where
there is no good reason for us continuing to process it. You also have the right to ask us to delete or re-
move your personal data where you have successfully exercised your right to object to processing (see be-
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low), where we may have processed your information unlawfully or where we are required to erase your
personal data to comply with local law. Note, however, that we may not always be able to comply with
your request of erasure for specific legal reasons which will be notified to you, if applicable, at the time of
your request.

▶ Object to processing of your personal data where we are relying on a legitimate interest (or those of a third
party) and there is something about your particular situation which makes you want to object to process-
ing on this ground as you feel it impacts on your fundamental rights and freedoms. You also have the right
to object where we are processing your personal data for direct marketing purposes. In some cases, we
may demonstrate that we have compelling legitimate grounds to process your information which override
your rights and freedoms.

▶ Request restriction of processing of your personal data. This enables you to ask us to suspend the process-
ing of your personal data in the following scenarios:

▶ If you want us to establish the data’s accuracy.
▶ Where our use of the data is unlawful but you do not want us to erase it.
▶ Where you need us to hold the data even if we no longer require it as you need it to establish, exercise

or defend legal claims.
▶ You have objected to our use of your data but we need to verify whether we have overriding legitimate

grounds to use it.

▶ Request the transfer of your personal data to you or to a third party. We will provide to you, or a third party
you have chosen, your personal data in a structured, commonly used, machine-readable format. Note
that this right only applies to automated information which you initially provided consent for us to use or
where we used the information to perform a contract with you.

▶ Withdraw consent at any time where we are relying on consent to process your personal data. However,
this will not affect the lawfulness of any processing carried out before you withdraw your consent. If you
withdraw your consent, we may not be able to provide certain products or services to you. We will advise
you if this is the case at the time you withdraw your consent.

11. changes to privacy policy
Any changes We may make to our privacy policy in the future will be posted on this page and, where appro-
priate, notified to you by email.

12. changes to your data
It is important that the personal data we hold about you is accurate and current. Please keep us informed if
your personal data changes during your relationship with us.
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